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1 Overview 

1.1 Document Contents 

This Handbook consists of two parts. 
 
Part One provides an overview of the Properties, Runtime Behavior, and Configuration  
of Proxy Sniffer Load Test Plug-Ins. 
 
Part Two provides information on how to develop Proxy Sniffer Load Test Plug-Ins. 
 

1.2 Introduction 

Proxy Sniffer Load Test Plug-Ins are Extension Modules to the Proxy Sniffer product. Plug-Ins 
are configured using the GUI, and are executed during a Load Test. 
 
In addition to the pre-defined Plug-Ins delivered with the Proxy Sniffer product, additional user-
defined Plug-Ins can be developed to provide extra functionality to meet specific needs. 
 
Plug-Ins have the major characteristic of being re-usable. Once developed, a Plug-In can be 
re-used in every Load Test program. 
 
The basic framework of a Plug-In can be easily created by using the Wizard; however, the 
completion of the finished Plug-in - coding the necessary functionality - requires the ability to 
program in Java. Then, once the Plug-In has been developed, configuring it for use with a 
Load Test program does not require programming knowledge; Plug-In configuration is done 
with a few mouse-clicks in the GUI. 
 
The execution of a Plug-In takes place on the same machine which is running the Exec-Agent, 
and the Load Test program itself.  When a Load Test is started, the relevant Plug-In is 
automatically transmitted to the Exec-Agent with the Load Test program - no additional prior 
configuration of the Plug-In is necessary. 
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2 Properties, Runtime Behavior and Configuration 

All Load Test Plug-Ins are bound to the Load Test program via the GUI, using the Variable 
Handler.  Load Test Plug-Ins can: 

1. Import GUI Variables 

2. Execute its own program code 

3. Export GUI Variables 

4. Abort an executing Load Test 

5. Insert additional measurement data into the Load Test Results. 

Example 1:  A Plug-in computes a date (MM.DD.YYYY) which is always three days in the 
future, relative to the current date.  This date is exported as a GUI Variable, and the Variable 
is then used in an HTML Form as an input parameter for entering a dynamically-assigned 
"booking date". 

Example 2:  In an online ordering process, the "order number" is first extracted from a URL 
call as a GUI Variable, and then passed as input to a Plug-In.  The Plug-In writes all "order 
numbers" of the simulated users into a file, which is used after the completion of the Load Test 
to cancel the simulated orders. 

Example 3:  A Plug-In continually monitors the progress of a Load Test, and aborts the Load 
Test if more than 90% of all Loops fail within a 5 minute period - computed over all virtual 
users.  In this way, a long-running Load Test can be interrupted if a Web Server collapses and 
cannot itself recover. 

 

2.1 Runtime Environment 

Plug-Ins are tightly integrated with a Load Test, and provide access to: 

- all GUI Variables defined in the Variable Handler. Importing and Exporting GUI Variables 
is supported. 

- all real-time measurement data of a running Load Test program. 

- the data from specific, or all, executed URL Calls of a running Load Test program. This 
includes the ability to modify and/or enhance the data before execution, as well as the 
ability to perform additional processing on the result data after execution. 

- the operating system of the Exec-Agent machine, provided the interfaces are available via 
Java. This includes, for example, network connections and files on the file system or disk. 

- additional data from the Runtime Environment of a Load Test, such as the current number 
of virtual users, the number of current Cluster Members running a Load Test (via Cluster 
Jobs), and the cookie storage of individual virtual users. 

There are some restrictions; for example, a Plug-In cannot, in general, influence the execution 
path of a Load Test program.  This means that a Plug-In cannot modify the order of the 
executed URL Calls.  A Plug-In also cannot correct, after the fact, an error arising as the result 
of a (measured) URL Call. 
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2.2  Plug-In Lifecycle during Test Execution 

A Plug-In is initialized, executed one or more times, and then de-initialized. 
 
Often the Initialization and De-Initialization of a Plug-In involves no special activities;  that is, 
these steps are often "empty".  On the other hand, during a Load Test a Plug-In could be 
programmed to perform various functions;  for example,  accessing a database. In such cases, 
the connection to the database would be opened during the one-time Plug-In Initialization, 
used during the Load Test to read or write data, and then closed during the one-time Plug-In 
De-Initialization. 
 
The timing of the Plug-In Initialization, De-Initialization, and Execution can all be configured 
separately and can occur at different times.  This timing is tightly coupled with the data the 
Plug-In has access to, and is referred to as the Plug-In Scope. 
 
The following Plug-In Scopes are available: 

 global:  immediately before, or immediately after, the execution of a Load Test program 

 user:  when a virtual user is created, or when a virtual user has ended 

 loop:  at the beginning, or at the end, of a Loop 

 URL:  before, or after, a Call to a specific URL, as well as before/after all URL Calls. 
 
The most commonly-used Scope during Plug-In Initialization and De-Initialization is global.  
The most commonly-used Scope during the execution of a Plug-In is either loop or URL.   
 
List of possible Plug-In Initialization Scopes: 
 

Initialization Scope Plug-In Initialization Plug-In De-Initialization 

global Immediately after the start of a 
Load Test program 

Immediately before the end  of a 
Load Test program 

user  Before the creation of each 
virtual user, and before the 
execution of the user's first 
Loop 

After the end of each virtual 
user, and after the execution of 
the  user's last Loop 
 

loop  Before the execution of each 
Loop 

After the execution of each 
Loop. 
 
Note:  De-Initialization also 
occurs if the Loop fails. 

URL This Scope cannot be used during the Initialization or De-
Initialization phases of the Plug-In lifecycle. 
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List of possible Plug-In Execution Scopes: 
 

Execution Scope Before or After Plug-In Execution 

global before Immediately at the start of a Load Test 
program, but after Plug-In Initialization 

global after Immediately before the end of a Load Test 
program, but before Plug-In De-Initialization 

user  before Before the creation of each virtual user, 
before the user's first Loop execution 

user after After the end of each virtual user, after the 
user's last Loop execution 

loop  before Before each Loop execution, once for each 
virtual user 

loop after After each Loop execution, once for each 
virtual user¹ 

URL before Before the execution of a specific URL Call, 
or before each URL Call 

URL after After the execution of a specific URL Call, or 
after each URL Call² 

 
¹ the Plug-In will not be executed if the relevant Loop fails;  however, Plug-In De-Initialization is 
always performed. 
 

² the Plug-In will always be executed, even if a URL Call results in an error. 
 
Note:  the Import of GUI Variables occurs immediately before Plug-In execution, and the 
Export of GUI Variables occurs immediately after Plug-In execution. 
 

2.3 Plug-in Configuration using the GUI 

All available Plug-Ins can be found under MyTests in the Plugins sub-directory. 
 
During Plug-In configuration using the GUI (in the Variable Handler), Proxy Sniffer looks in this 
directory, and provides a selectable list of available Plug-Ins.  If a new Plug-In is received - by 
E-Mail for example - the Plug-In must first be copied into the Plugins sub-directory under 
MyTests before it can be selected in the GUI. 
 
Plug-In configuration (that is, adding a Plug-In to a Load Test program) is done via the GUI's 
Variable Handler - similar to the definition of an Input File or "User Input Fields" -  by using the 
"Add Plug-in..." button. 
 
After the Plug-In has been selected in the GUI, the GUI Variables to be imported and/or 
exported by the Plug-In must be defined, and the Initialization and Execution Scope must be 
specified.  Most Plug-Ins will pre-define, or hard-code, the Scopes during development; in this 
case, the Scopes will not be selectable in the GUI.  An additional Plug-In property, which can 
be defined during development, indicates whether or not the Plug-In can be used more than 
once in the same Load Test program.  If a Plug-In is defined to be usable only once per Load 
Test program, the GUI will prevent it from being configured more than once for use with a 
given Load Test program. 
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Picture:  Adding a Plug-In to a Load Test Program: 
 

 
 
 
Picture:  Configuring the Imported GUI Variables of a Plug-In: 
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2.4 Plug-In Lifecycle after Configuration 

When a Plug-In is configured using the GUI, the compiled Plug-In Java code will be saved in 
the same file that the Web Session uses for Web Session storage (in the "*.prxdat" file of the 
Web Session).  If the Web Session "*.prxdat" file is stored on another computer, the Plug-In 
Java code is transferred there as well, and is then available on the other computer. 
 
When a Load Test program is created, the Plug-In is automatically copied out of the Web 
Session, and a copy of the Plug-In is made in the Project Navigator directory in which the 
Load Test program was created.  Before Test Execution, the compiled Load Test program 
("*.class" file), including the Plug-In, is zipped.  The resulting zip archive itself can be 
executed, and the Plug-In will be automatically transferred to the Exec Agent along with the 
Load Test program. 
 
During Plug-In development, a new version of the Plug-In may be created in the Plugins sub-
directory under MyTests.  The Proxy Sniffer GUI monitors this process, and will detect when a 
Web Session contains an older version of a Plug-In.  When a new Plug-In is detected, the GUI 
will display a user dialog requesting that the new Plug-In be imported into the Web Session.  
Note that a new Plug-In version can only the imported when the number of GUI Input and 
Output Variables remains unchanged and retain the same meaning.  If this is not the case, the 
Plug-In must first be manually removed using the Var Handler, and then re-imported to the 
Web Session. 
 
In addition to the Web Sessions, the GUI monitors the compiled Plug-Ins in the Load Test 
program directories.  After a "refresh" in the Project Navigator, older Plug-In versions will be 
marked with a yellow exclamation point.  The updated Plug-In version can be copied from the 
Plugins sub-directory under MyTests to the Load Test program directory by clicking on the 
corresponding Plug-In's icon in the Project Navigator.  If the number of GUI Input and Output 
Variables - including their meaning - in the new Plug-In version is the same as the previous 
version, the Load Test program can be started with the new Plug-In version, without the need 
for re-creating or re-compiling the Java code. 
 
The internal comparison to see if a Plug-In is obsolete does not use the file date, but 
computes a checksum over the compiled Plug-In code.  If the checksums are different, the 
"new" Plug-In is always considered to be that version currently in the Plugins sub-directory of 
MyTests. 
 
 

Example:  Old Plug-In version in the Load Test program Directory ï Icon contains a yellow 
exclamation point 
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3 Developing your own Plug-In 

The first step in developing a new Plug-In is to bind to the Proxy Sniffer Runtime Environment.  
This is done using a Wizard which automatically creates a basic Plug-In program framework. 
This initial generated Plug-In code is able to be compiled on its own, but does not contain any 
inner logic to provide Plug-In functionality. 
 
The second step is to develop the inner logic of the Plug-In. This must be done manually by 
coding in Java. 
 
The third, and final step, is to add the Plug-In to a recorded Web Session by using the GUI 
Variable Handler. 
 

3.1 Java API Documentation 

The class libraries of the Java SDK 5.0 are available for use in Plug-In coding. Additional 
classes in package dfischer.utils are also available. 
 
The API documentation for the dfischer.utils package can be accessed on Windows systems 
via Start æ All Programs æ ProxySniffer æ Proxy Sniffer Java API Documentation.  
 
On Mac OS X systems the API documentation is installed in the following directory: 
/Applications/ProxySniffer/doc/javadoc    (index.html) 
 
The API documentation for the dfischer.utils package in Proxy Sniffer installations on other 
Unix-like Operating Systems (Solaris, Linux, é) is not automatically installed. This API 
documentation can be downloaded from the following URL: 
http://www.proxy-sniffer.com/download/ProxySnifferJavaDoc.zip 
 

3.2 Using Multiple Classes and External Class Libraries 

If a Plug-In consists of a single class and itself uses no external libraries, there is 
nothing further to be done, and this section can be skipped. 

 
If a Plug-In requires the use of additional class libraries - in addition to those available in Java 
JDK 5.0 and package dfischer.utils  (such as a database driver) - or if a Plug-In consists of 
more than one class, these must be available as "*.jar" files before beginning the development 
of the Plug-In Main class.  Note that the Plug-In Main class can never be part of the Java 
package, and must not itself be contained in a JAR Archive. 
 
If additional "*.jar" files are required, these files must first be copied into the Plugins sub-
directory under MyTests .  Then the CLASSPATH of the Web Admin GUI must be modified to 
included the new "*.jar" file(s).  This can be done as follows: 
 

 Select, in the Project Navigator window at upper right, the "Setupñ Icon (Menu "Project 
Navigator - JavaÊ Setup and Report Brandingñ), and add the path to the additional "*.jar" 
file(s) to the Java compiler CLASSPATH and the Java interpreter CLASSPATH. 

 

 In addition, on Windows systems, edit the file "Proxy Sniffer Console.laxñ - and if 
applicable its variants "Proxy Sniffer Console (1024 MB).laxñ and "Proxy Sniffer Console 
(without local Exec Agent).laxñ - to add the "*.jar" file(s) to lax.class.path.  After this, stop 
and start Proxy Sniffer anew. 

 

 In addition, on Unix-like systems, stop Proxy Sniffer, add the "*.jar" file(s) to the 
CLASSPATH in the Startup Script, and then stop and start Proxy Sniffer anew. 

 

http://www.proxy-sniffer.com/download/ProxySnifferJavaDoc.zip
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At this point, development of the Plug-In Main class can begin. 
 
For the (future) Load Test Plug-In execution on remote Exec Agents, there are two different 
options available: 
 
a) Option 1 (recommended):  Zip the "*.class" Plug-In code file, along with the compiled 

"*.class" code files of the Load Test program, including all additional external "*.jar" files, 
into a single ZIP Archive.  Then run the ZIP Archive itself as a Load Test. 
Using this option, the external "*.jar" files do not need to be manually configured on the 
Exec Agent.  Note that the external "*.jar" files must also be copied into the Load Test 
program directory in order that the ZIP Archive can be created in the GUI, something that 
is not always convenient. 

 
b) Option 2:   Place the external "*.jar" files manually on the Exec Agent, in which case also 

manually modify the value of javaClasspath in the file javaSetup.dat.  Then stop and 
start the Exec Agents new. 
Using this option, only the Plug-In and the compiled Load Test "*.class" files need to be 
zipped together - the external "*.jar" files do not need to be included in the ZIP Archive.  
The ZIP Archive is then executed as a Load Test, as described in the first option.  Note 
that this simpler variant is only recommended if the development of the external "*.jar" files 
has been completed. 
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3.3 Creating the Program Skeleton using the Wizard 

The Wizard is available in the Project Navigator Plugins sub-directory under MyTests, and 
can be started by clicking on its icon in the Project Navigator: 

  
 

 
 
Note:  If the Proxy Sniffer GUI is running on a Unix-like operating system, the Plugins 
directory must be created manually before the Wizard is called. 
  

 
 
The following values must be entered in the box at upper left of the above form:  

 Plug-In Class Name:  name of the Plug-In Java class, without the "*.class" or "*.java" file 
extension. 

 Allow Multiple Usage:  indicates if the Plug-In can be added just once, or many times, in 
the same Load Test program or Web Session. 

 Plug-In GUI Label:  short text (one or two keywords) for the label of the Plug-In.  This 
label will appear in the GUI associated with this Plug-In. 
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 Plug-In Description:  detailed description of the Plug-In, also displayed in the GUI.  Can 
consist of many sentences;  however, HTML formatting is not supported.  The only extra 
formatting supported here is "\n" for a line feed in the displayed text. 

In the box positioned at the upper middle of the form, labelled "Plug-In Initialization", the 
Initialization Scope can be defined (see Section 2.2 of this document for a description of Plug-
In Scopes).   If "arbitrary / assigned by GUI" is selected, the Initialization Scope will not be 
pre-defined, and will be selectable in the GUI at the time the Plug-In is added.  Note - it is 
recommended that this option NOT be selected;  that is, whenever possible the Plug-In 
Initialization Scope should be pre-defined.  

In the box positioned at the upper right of the form, labeled "Plug-In Execution", the 
Execution Scope can be defined (see Section 2.2 of this document for a description of Plug-In 
Scopes).  The "arbitrary / assigned by GUI" option is also available for this Scope; and as 
with Initialization Scopes, a pre-defined Execution Scope is recommended. 
 
Next, in the area further down in the middle of the form, the "Plug-In Input Parameter" 
definitions can be entered.  A maximum of 6 Input Parameters can be defined.  Input 
Parameters can be defined to be imported as "Mandatory GUI Variables" or "Optional GUI 
Variables" using the "Optional Parameter" drop-down list.  Note that all definitions of 
"Mandatory GUI Variables" must precede any definitions of "Optional GUI Variables". 

The form input fields for Plug-In Input Parameters are as follows 

 GUI Label:  short text (one or two keywords) for the description of the Parameter which 
will appear in the GUI. 

 local var:  name of the local Plug-In Variable in the automatically-generated Plug-In Java 
program code.  At configuration time, the value of the GUI Variable is copied to this local 
Plug-In Variable. 

 convert to:  defines the data type of the local Plug-In Variable.  Note that all GUI Variables 
in the Variable Handler are passed to the Plug-In as strings.  "Convert To" = "int" indicates 
that the imported GUI Variable will be converted to the data type of the (local) "int" 
Variable.  

 User Input Field:  if selected, during Plug-In configuration in the GUI, a new "User Input 
Field" will be automatically created, and the value of the new GUI Variable will be set to 
the value of the local Plug-In Variable.  If not selected, the Input Parameter GUI Variable 
must be manually selected in the GUI at Plug-in configuration time. 

 default value:  sets the default value of the local Variable in the Plug-In Java program 
code.  If no default value is set, the local Variable will be initialized with the following 
default values: 
 

Data Type Initialized Value 

String ññ  (empy string) 

int -1 (minus one) 

long -1 (minus one) 

float -1 (minus one) 

double -1 (minus one) 

boolean false 

Note:  An imported boolean variable will have the value true if the string value of the 
corresponding GUI variable contains "1ñ or "trueñ. 

In the lower part of the form, the Plug-In Output Parameter definitions can be entered. A 
maximum of 4 Output Parameters can be defined.  As for Input Parameters, Output 
Parameters can be mandatory or optional. 

The form input fields for Plug-In Output Parameters are as follows: 
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 GUI Label:  short text (one or two keywords) for the description of the Parameter which 
will appear in the GUI. 

 local var:  name of the local Plug-In Variable which will be later assigned the value of the 
corresponding configured GUI Variable. 

 convert from:  defines the data type of the local Variable in the Plug-In Java program 
code.  Note that all local Variables are exported, after Plug-In execution, to the GUI 
Variables as strings. 

 default value:   sets the default value of the local Variable in the Plug-In Java program 
code.  If no default value is set, the local Variable will be initialized in the same way as for 
Input Parameters (see above table). 

After all values have been defined, click the "Save Template and Continue" button at lower 
left in the form.  In the resulting updated content of the same window, click the "Generate 
Plug-In Code" button. 

The Plug-In program code is automatically generated in memory.  To save the code to a file in 
the Plugins Directory, click on the "Save Plug-In Code" button at lower left in the window. 

At this time, the Plug-In can be compiled for the first time in the Project Navigator. To re-
compile the Plug-In at any time, click on the grey gear-wheel icon containing a "j" (at the right 
of the "*.java" Plug-In file name) in the Project Navigator. 
 
 

 
Picture:  Creating a Program Skeleton 
("*.java" Code) 

 

 

 

 

 

 

 

 

 
 

 
Picture: Re-compiling the 
Plug-In 
 
 


































