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1 Installation 

Administrator or root user privileges may be required for the installation of Proxy Sniffer, but normally administrator rights are not required when 
installing Proxy Sniffer in the suggested default location. In addition, after installation, Proxy Sniffer requires write access to its own installation directory 
and to the associated sub-directories. 

1.1 System Requirements 

 Supported operating systems: Windows XP/2003/Vista/7 or Unix-like systems: Solaris, Linux, BSD, Mac OS X é 

 RAM:  2048 MB (suggested), minimum 1024 MB 

 GUI: minimum recommended screen resolution: 1280 x 800 pixels 

 140 MB free disk space  

 Using the GUI requires a modern web browser which supports iframes and JavaScript; for example, Microsoft Internet Explorer V6.x or V7.x, or 
Firefox V3.0 (or later), or Safari V3.0 (or later). 

 On UNIX-like systems (only): a Java SDK (Java Software Development Kit) 1.5 or 1.6 (Java version 5 or 6) must be pre-installed ¹ 

 Optional: Adobe Reader to display PDF files 

 
¹   On Mac OS X, Java is already pre-installed. For all other UNIX-like systems: the successful operation of Proxy Sniffer requires that you install the 
    original SDK implementation from SUN Microsystems (Oracle) ï all other SDK implementations are not supported. 
     
For Windows systems, an own Java 1.5 compiler and interpreter is already bundled with the Proxy Sniffer Windows installation kit. The installed Java 
SDK of Proxy Sniffer does not tamper any other Java installations on your system. 
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1.2 Installation on Windows 

Start Prx43<minor version>.exe and follow the installation instructions. 
 
After installation, 3 new icons are placed on the desktop, and new entries are created in the Start ¤ Programs ¤ ProxySniffer menu. 
If you wish, you can delete the 3 desktop icons ï the same icons can also be called from the start menu. 
 
Start Proxy Sniffer by first clicking on the Proxy Sniffer Console icon, and then by clicking on the Proxy Sniffer GUI icon. 
 
 
 

In Start ¤ Programs ¤ ProxySniffer you will find also 
A Guide to Getting Started with Successful Load 
Testing, and the Application Reference Manual which 
describes the Proxy Sniffer system architecture and all 
programs and utilities which are delivered with the product. 
 
Additionally ï if you wish to extend the Proxy Sniffer 
product with own customized functions, you may take a 
look on the Load Test Plug-In Developer Handbook.  
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1.2.1 Further Hints for using Proxy Sniffer on Windows 

Accessing the Proxy Sniffer GUI and recording of web surfing sessions is fully supported by using the Microsoft Internet Explorer (see chapter 2.3.1). 
However, to record web surfing sessions in a more convenient way, and to avoid any reconfiguration of your standard web browser, we recommend that 
you download the Firefox Portable Web Browser from http://portableapps.com/apps/internet/firefox_portable and install it inside your \Users directory:  
 

After that you should download the Firefox Recording Extension from  
https://www.proxy-sniffer.com/download/PrxRecExt1.xpi. 
 
Then start the Firefox Portable Web Browser and install the Firefox Recording Extension: 
  

 
 

 
 
 
 
 
 
 
 
 
 
Note: using the Firefox Recording Extension 
requires that the Proxy Sniffer Console is 
started. 

Picture: Firefox Portable with installed Firefox Recording Extension 

Click on the [ i ] icon and 
follow the instructions to 
configure the 
recommended Firefox 
options. 

Show the Proxy Sniffer GUI 

http://portableapps.com/apps/internet/firefox_portable
https://www.proxy-sniffer.com/download/PrxRecExt1.xpi
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1.3 Installation on Mac OS X  

Expand the archive Prx43<minor version>.zip with one mouse click and then start the installation by clicking on Prx43<minor 
version>.app. Follow the installation instructions. We recommend to install Proxy Sniffer into the proposed folder /Applications if you 
have administrator rights. If you do not have administrator rights, you should install Proxy Sniffer inside your home folder /Users/<your 
account name>. After installation, 3 new icons are placed on the desktop, and new entries are created in the Applications ¤ 
ProxySniffer folder or in the <your account name> ¤ ProxySniffer folder. If you wish, you can delete the 3 desktop icons. 

 

 

Start Proxy Sniffer by first clicking on the Proxy Sniffer Console icon, and then by clicking on the Proxy Sniffer GUI icon ï or by first 
clicking on Proxy Sniffer Console.app, and then by clicking on ProxySnifferGUI.html. Alternatively you can also access the GUI by 
starting the Firefox Web Browser and entering http://127.0.0.1:7990 into the web browser. The Firefox Recording Extension is also 
supported on Mac OS X systems (see chapter 2). 

 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
Notes: you will find the full Proxy Sniffer documentation in the installation directory, inside the subdirectory doc. The installation kit installs also an 
uninstaller-script which is located the subdirectory "Uninstall Proxy Sniffer Professional Edition". 

http://127.0.0.1:7990/
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1.4 Installation on Ubuntu 

The standard Ubuntu distribution contains normally no preinstalled JDK (Java Development Kit) from SUN (Oracle). Therefore you have first to install the 
original JDK from SUN Microsystems.  
 
Proceed as follows to install the Java SDK on Ubuntu: 

 Open a terminal and enter: 
sudo apt - get install sun - java6 - bin sun - java6 - jre sun - java6 - jdk  

 During the installation you are asked to accept the license conditions of SUN Microsystems. Press the <TAB> key until the <Ok> input field is 
highlighted in red color and then press <Return>. After that youôll be prompted again, where you have to agree to the ñlicense termsò by selecting 
<Yes>. 

 After the installation has completed enter ñjava -versionò inside the terminal to check that the right Java distribution from SUN is used: 

 For further help you may have a look on the following two web sites:  

 

http://www.cyberciti.biz/faq/howto-ubuntu-linux-install-configure-jdk-jre/ 
http://www.thegeekstuff.com/2009/09/how-to-install-java-on-ubunt-debiau/ 

 
 
Now you can install Proxy Sniffer on Ubuntu: 
 
Download Prx43<minor version>.bin and save it on your Desktop. 

1.  Open a terminal and enter:  
cd Desktop  

2.  After that start the installation by entering:  
sh ./ Prx43 <minor version> .bin  

 
 
 

http://www.cyberciti.biz/faq/howto-ubuntu-linux-install-configure-jdk-jre/
http://www.thegeekstuff.com/2009/09/how-to-install-java-on-ubunt-debiau/
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3.  Follow the instructions. Normally you should install Proxy Sniffer in the suggested directory. 

 

4.  If you install the Professional Edition of Proxy Sniffer you have also to enter your license data. Then click on the Apply button. 
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5.  After that the installation is completed 
 

 
 
 
You can now start Proxy Sniffer by first clicking on the Proxy Sniffer Console icon é 
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é and then start the Firefox Web Browser and enter http://127.0.0.1:7990 
 

 
 
We recommend that you also install the Firefox Recording Extension (a Firefox Add-On) ï see chapter 2 in this document. 

 
 
 

 

http://127.0.0.1:7990/
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Note: you will find the full Proxy Sniffer documentation in the installation directory, inside the subdirectory doc: 
 

 
 
 
The installation kit installs also an uninstaller: 
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1.5 Installation on all other Unix-like Systems (Linux, Solaris, BSD é) 

1. Manually create the installation directory /usr/local/prxsniff      (you may choose also any other installation directory)  

2. Copy the file prxsniff.jar to this directory (you may also copy this file from a Windows or Mac OS X installation of Proxy Sniffer) 

3. Create the files prxsniff.key and ExecAgentTicket.dat inside this directory by using vi or another text editor. These files must contain the Proxy 
Sniffer GUI license key and the Exec Agent license ticket 

4. Set the Java CLASSPATH environment variable to include the installation directory, the default directory ("."), and the path to the prxsniff.jar file. 
 

Example 1: export CLASSPATH="/usr/local/prxsniff:.:/usr/local/prxsniff/prxsniff.jar" 
Example 2: export CLASSPATH=.:prxsniff.jar 

5. Start Proxy Sniffer with the following command: 
 

java -Xmx1024m -Xbootclasspath/p:/usr/local/prxsniff/prxsniff.jar ProxySniffer -WebAdmin -JobController -ExecAgent -tz CST 
 

Hint: the -tz argument is the time zone. Chapter 6 of the Application Reference Manual contains a list of all time zones.  

6. Start a Firefox web browser and enter http://127.0.0.1:7990. The Firefox Recording Extension is also supported on all Unix-like systems. 
 
 
Alternatively to the steps 4 and 5 above you can start on Unix-like systems Proxy Sniffer in ñGUI console modeò by using the following commands:  
 

cd /usr/local/prxniff  

export CLASSPATH=.:prxsniff.jar 

java -Xmx1024m -Xbootclasspath/p:prxsniff.jar ProxySnifferConsole -tz CST 
 
Hint: the -tz argument is the time zone. Chapter 6 of the Application Reference Manual contains a list of all 
time zones. 
 
Note: there are also other useful startup options like -jobdir or -dgs. Please take a look at chapter 3.1 of the 
Application Reference Manual. 
 
Special note for Mac OS X server which do not have an X11 display device (no graphic card installed): 
Use java -Djava.awt.headless=true é    as additional startup option  
 
Note for starting an Exec Agent (Load Generator, without Proxy Sniffer GUI) as independent process: 
Use the following command: 
nohup java -Xmx768m -server -Xbootclasspath/p:/usr/local/prxsniff/prxsniff.jar ExecAgent -tz ECT 2>&1 > ExecAgent.log &   
You may also add the option -jobdir and -dgs. Please take a look at chapter 3.3 of the Application Reference Manual. 
 

http://127.0.0.1:7990/
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1.6 Architecture Overview 

1.6.1 Local Architecture 

The Proxy Sniffer product contains four built-in servers which 
are started on your local computer: 
 

1. Proxy Sniffer: A special proxy server which is used to 
record web surfing sessions. 

2. Web Admin: An embedded, local web server for the 
web GUI. 

3. Exec Agent: A server which allows the execution of 
load tests as ñbatch jobsò. 

4. Job Controller: A server which allows to combine 
several load-releasing systems into an Exec Agent 
cluster. 

 

The following TCP/IP server ports have been set up on your local system: 
 

TCP/IP Port Number Port Description 

7990 Embedded web server, GUI  (Web Admin) 

7993 Load Test executing server    (Exec Agent)  

7995 Support for Exec Agent clusters (Job Controller) 

7998 Internal communication port  (Proxy Sniffer Server) 

7999 HTTP proxy port        (Proxy Sniffer Server) 

7997 HTTPS proxy port                  (Proxy Sniffer Server) 
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1.6.2 Distributed Architecture 

Remote execution of load tests as well as combining 
several Exec Agent processes (load generators) to a 
load releasing cluster is supported in an easy and 
transparent way.  
 
Usually on remote systems only Exec Agent 
processes are installed and started. They are 
running normally on port 7993 when plain TCP/IP 
connections are used or on Port 80 or Port 443 when 
HTTP/S connections are used for the internal Proxy 
Sniffer communication between your local system 
and the remote Exec Agents ï but any other TCP/IP 
port can also be used. Please note that you have to 
enable the corresponding incoming connections in 
the firewall configuration on the remote systems.  
 
 
More information about starting Exec Agents as a 
Windows Service or as a Unix Daemon is available 
in the Application Reference Manual. 
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2 Reconfiguring the Web Browser for Recording of Web Surfing Sessions 

Note: if you are planning to use a Firefox Web Browser for the recording of web surfing sessions, you can skip this chapter. Instead of this it is 
recommended that you download and install the Firefox Recording Extension from https://www.proxy-sniffer.com/download/PrxRecExt1.xpi 

After installation click on the  icon inside the Firefox Recording Extension and follow the instructions: 

  

 
Recording of web surfing sessions is supported by using any web browser, such as Internet Explorer or Safari. You can also use Firefox without 
installing the Firefox Recording Extension. 
 
After you have installed and started the Proxy Sniffer Console, and entered http://127.0.0.1:7990 in your web browser ï or clicked on the Proxy Sniffer 
GUI icon, you will see the Main Menu (shown below). This GUI is also referred to as Web Admin. 

 
Before using Proxy Sniffer, you must configure appropriate web 
browser settings: 

o Pop-up windows must be allowed from the local host 
(127.0.0.1) 

o A special, local proxy server is already started with the 
product. Recording web surfing sessions requires that 
the data exchange between the web browser and the 
web server(s) flows through this local proxy server; 
therefore, the web browser must be re-configured for 
recording. 

These two activities are now described in detail.  

 

https://www.proxy-sniffer.com/download/PrxRecExt1.xpi
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2.1 Enabling Pop-up Windows from Local Host  

You must configure the web browser to allow pop-up windows from the local host 127.0.0.1 (the IP loopback address of your own host). This is not a 
security problem because pop-up windows from all other hosts, such as Internet web sites, are still blocked.  
 
The following screenshots show how to enable local host pop-up windows for Microsoft Internet Explorer. Please use the address of the loopback 
interface 127.0.0.1. Apply this configuration when you are requested to do so by Internet Explorer.  
 

 
 

Alternatively, you can also call the pop-up 
configuration dialog directly from the Internet 
Options menu. 
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The following screenshots show how to enable local host pop-up windows for Firefox, released from the Web Admin GUI on your own computer:  
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Hint: if you have installed Google Toolbar, you must also configure or deactivate the toolbarôs pop-up blocker. 

2.2 JavaScript Settings for Firefox 

If you use Mozilla Firefox you must also 
configure the ñAdvanced JavaScript Settingsò. 
 
Please enable the following checkboxes: 

V Move or resize existing windows 

V Raise or lower windows 

V Disable or replace context menus 
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2.3 Reconfiguring a Web Browser for Recording 

You must now reconfigure a web browser to use Proxy Sniffer for recording web surfing sessions. This means that the web browser must be 
reconfigured in such a way, that the data traffic flows over the local Proxy 127.0.0.1 by using the TCP/IP port 7999 for unencrypted HTTP connections 
and by using the TCP/IP port 7997 for encrypted HTTPS connections. 
 
You may use the same web browser product for recording load tests and for using the Web Admin GUI, or you may use two different web browser 
products ï one for recording load tests and another for the Web Admin GUI. 
 
If you use only one web browser product for recording and for the Web Admin GUI, you must exclude your localhost 127.0.0.1 from the web browser 
proxy configuration because the usage of the (local) embedded Web Admin Server must not flow into the recorded web surfing session. 
 
 
 
 
 
 

 
 

Hint: Cascading Proxy Sniffer with an outbound proxy 
server of your company is also supported as an 
optional configuration. Use this option if you only 
have an indirect network connection from your local 
workstation (located inside a protected corporate 
network), over an outbound proxy server, to the 

external target web server. The outbound proxy server can be configured in the Personal Settings menu which is accessible from the main menu. 
 

Hint: you should undo this special web browser proxy configuration after the successful recording of a web surfing session, in order that you can 
surf again without Proxy Sniffer. Note also that the proxy configuration of the web browser is not needed during the execution of load tests. 
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2.3.1 Microsoft Internet Explorer Proxy Configuration 

 
 

 
 
 
If your IT department has disabled the "Connections" menu inside the IE internet options, you may try to re-enable it by using regedit. Set 
"\HKEY_CURRENT_USER\Software\Policies\Microsoft\Internet Explorer\Control Panel\ConnectionsTab" from 1 to the value of 0 (0=enabled). 
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2.3.2 Firefox Proxy Configuration 

 
 
 
 
 
 
 

2.3.3 Safari Proxy Configuration 

 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 

127.0.0.1   7999 

127.0.0.1   7997 
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2.3.4 Web Browser Warning Messages (HTTPS) 

If you record encrypted HTTPS data with Proxy Sniffer, the web browser will display a security alert. This is "normal" behavior when - and only when - 
using Proxy Sniffer because the integrated SSL tunnel will decrypt the data (for recording), and will generate on-the-fly a faked and invalid server 
certificate. The format of this warning message depends on the web browser you are using. To continue recording, you must click one or more times 
through to the ñcontinueò or ñignoreò button. 
 
Important Hint: Never ignore these kinds of error messages when not recording web sessions with Proxy Sniffer; that is, during normal web surfing. The 
apparent secure connection to the web server may actually be insecure, and might be wiretapped or modified by cyber-criminals in this situation. 
 
Microsoft Internet Explorer 7      Firefox 2         Safari 
 

 
 
 
 
 
 
 
 
 
 
 
 

 
Firefox 3 ï Step1/2         Firefox 3 ï Step 2/2  
 

 
 
 
 



Proxy Sniffer V4.3 Installation and Configuration Guide                    English Edition
              

© 2010 Ingenieurbüro David Fischer GmbH, Switzerland  All Rights Reserved                  Page 22 / 23 

 

3 Clearing the Web Browser Cache and all Cookies every time before Recording  

Please note that you must first clear the web browser cache and all cookies every time before you start recording a new web surfing session. 
 
Internet Explorer                  Firefox 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Safari 

 
 
 
 
 
 
 
 
 

 
 




