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1 Installation

Administrator or root user privileges may be required for the installation of Proxy Sniffer, but normally administrator rights are not required when
installing Proxy Sniffer in the suggested default location. In addition, after installation, Proxy Sniffer requires write access to its own installation directory
and to the associated sub-directories.

1.1 System Requirements
e Supported operating systems: Windows XP/2003/Vista/7 or Unix-like systems: Solaris, Linux, BSD, Mac OS X é
¢ RAM: 2048 MB (suggested), minimum 1024 MB
¢ GUI: minimum recommended screen resolution: 1280 x 800 pixels
e 140 MB free disk space

e Using the GUI requires a modern web browser which supports iframes and JavaScript; for example, Microsoft Internet Explorer V6.x or V7.x, or
Firefox V3.0 (or later), or Safari V3.0 (or later).

e On UNIX-like systems (only): a Java SDK (Java Software Development Kit) 1.5 or 1.6 (Java version 5 or 6) must be pre-installed *

e Optional: Adobe Reader to display PDF files

1 On Mac OS X, Java is already pre-installed. For all other UNIX-like systems: the successful operation of Proxy Sniffer requires that you install the
original SDK implementation from SUN Microsystems (Oracle) i all other SDK implementations are not supported.

For Windows systems, an own Java 1.5 compiler and interpreter is already bundled with the Proxy Sniffer Windows installation kit. The installed Java
SDK of Proxy Sniffer does not tamper any other Java installations on your system.
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1.2 Installation on Windows
Start Prx43<minor version>.exe and follow the installation instructions.

After installation, 3 new icons are placed on the desktop, and new entries are created in the Start @ Programs & ProxySniffer menu.
If you wish, you can delete the 3 desktop icons T the same icons can also be called from the start menu.

Start Proxy Sniffer by first clicking on the Proxy Sniffer Console icon, and then by clicking on the Proxy Sniffer GUI icon.

In Start @ Programs =& ProxySniffer you will find also

A Guide to Getting Started with Successful Load
Testing, and the Application Reference Manual which
describes the Proxy Sniffer system architecture and all
programs and utilities which are delivered with the product.

g

t Application Reference Manual

o &

% GttingStrted with Successfl Load Testing Addltlonal_ly i if you wish to extend_the Proxy Sniffer
= Load Test Plug-In Develaper Handbock product with own customized functions, you may take a
Praxy Sniffer Command Prompt look on the Load Test Plug-In Developer Handbook.

c- ]

,ﬁ Proxy Sniffer Console

& Proxy Sniffer Console 1024 ME

:,. Proxy Sniffer Console - wo, Exec Agent
L‘?] Proxy Sniffer GUI
™

@l Set Program Access and Defaults

Windows Catalog Procey Sniffer Java APT Documentation

Proxy Sniffer User's Guide

Windows Update Uninskall Procy Sriffer Professional Edition

Programs

y  Documents
Setkings
Search

| Help and Support

Run...

Log Off

Windows XP Professional

@ Turn CFf Computer...

74 start £oYe
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1.2.1 Further Hints for using Proxy Sniffer on Windows

Accessing the Proxy Sniffer GUI and recording of web surfing sessions is fully supported by using the Microsoft Internet Explorer (see chapter 2.3.1).
However, to record web surfing sessions in a more convenient way, and to avoid any reconfiguration of your standard web browser, we recommend that
you download the Firefox Portable Web Browser from http://portableapps.com/apps/internet/firefox portable and install it inside your \Users directory:

< Mozilla Firefox, Portable Edition | PortableApps.com Installer l=| = &l After that you should download the Firefox Recording Extension from
Choose Install Location https://www.proxy-sniffer.com/download/PrxRecExt1.xpi.
Choose the Folder in which ko install Mozilla Firefox, Portable
Edition.
Then start the Firefox Portable Web Browser and install the Firefox Recording Extension:
Setup will install Mozilla Firefox, Portable Edition in the Following Folder, To installin a different
folder, click Browse and select another folder, Click Install to start the installation.
¥ PRX: Main Menu - Mozilla Firefox @) openfile ==l
GO Edit View Hitory Bookmarks Tools  Help @\:}v‘ . » mutang » FirefoxPortable » Downloads + [ 42 ] [ sarch Downioad ol
Mews Window Chrl-+M - =
New Tab ChlT htkp:f{127.0.0.1:7990{ Organize ¥ New folder =~ 0 @
o Den Lcatlon .t Latest Headlines (&) Portablzapps.com Jr Favorites *  Mame Date modified Type
Destination Folder Open File - P — . "
Close Window  ChrH+-Shift+ B Desktop || PoRecExt Lapi 27.03.2010 13:28 XPIFile
CiiUsersimilleriFirefoxPortable) Close Tab Chrl+w & Dawnloads
i &l RecentPl
Save Page fis...  Chrl+5 in Menu - mecentHaces L
ssional Edition 3
Space required: 27.2MB Save Brame fs.. B Desktop
Space available: 47 .6GE Send Link... 3 Libraries
Page Setup... A mutang
Prink Preview I 1M Computer
Print... Chrlep s
< Back ][ Install ] [ Cancel ] o il & Local Disk {C)
Import... £} DVD/Co-RW D
3 - 4 mn ¢
wiork Offline es ) [ No GSS, JS (Only HTML) S Netuok
Exit I File pame: ProRecEstLapi - [AII Files v]
Show the Proxy Sniffer GUI Done

File Edt Wiew Hist

'c N}

etting Started (24| Latest Headlines (%, Portabledpps.com 2 | PortableApps, com Mews

Bookmarks  Tools  Help

hitkpf fevan safearea.com. au

L8] Most visiked |

in proxy Sniffdr | Insart

"
; Welcome - safearea.com.au

Safe Area Pty Ltd

Fine software.

m Recording Stopped | 0 Items

‘Welcome!

Add Screenshot El/

(=]

<

Done

Picture: Firefox Portable with installed Firefox Recording Extension

© 2010 Ingenieurbiro David Fischer GmbH, Switzerland

All Rights Reserved

Click onthe [ i] icon and
follow the instructions to
configure the
recommended Firefox
options.

Note: using the Firefox Recording Extension
requires that the Proxy Sniffer Console is
started.
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1.3 Installation on Mac OS X

Macintosh HD

i

Proxy Sniffer Console

Proxy Sniffer GUI

‘-.

Proxy Sniffer User's
Guide

Expand the archive Prx43<minor version>.zip with one mouse click and then start the installation by clicking on Prx43<minor
version>.app. Follow the installation instructions. We recommend to install Proxy Sniffer into the proposed folder /Applications if you
have administrator rights. If you do not have administrator rights, you should install Proxy Sniffer inside your home folder /Users/<your
account name>. After installation, 3 new icons are placed on the desktop, and new entries are created in the Applications =
ProxySniffer folder or in the <your account name> o ProxySniffer folder. If you wish, you can delete the 3 desktop icons.

Start Proxy Sniffer by first clicking on the Proxy Sniffer Console icon, and then by clicking on the Proxy Sniffer GUIl icon 1 or by first
clicking on Proxy Sniffer Console.app, and then by clicking on ProxySnifferGUl.html. Alternatively you can also access the GUI by
starting the Firefox Web Browser and entering http://127.0.0.1:7990 into the web browser. The Firefox Recording Extension is also

supported on Mac OS X systems (see chapter 2).

g . Finder File Edit View Go Window Help L3

8006 [~ doc
L« > | 52 = imd] -] Q
Y Font Book [T oo :
@ . & GarageBand _| ExecAgentTicket.dat ¥ LoadTestKnowHowEN.pdf
g Macintosh HD % ical :“ installdir.dat *| ProxySnifferApplicationReferenceManualEnV42.pdf
) iChat = jeifs.jar # ProxySnifferPluginDeveloperHandbookEN.pdf
[ Lexar a 0 ibvb [ MyTests [ ¥ ProxySnifferUsersGuideV42En. pdf
l— E2 Image Capture 9 mytests.dat
'é( IMovie [7 Plugins S
E Desktop |2 iMovie (previous version) # Proxy Sniffer Console
M ) @ Internet Connect " £ Proxy Sniffer Console (1024 MB)
g smith @ Photo 3] ProxySnifferGUIhtml
& isync 9 prxsniff.dat
,y(n.? Applications j_:, Tunes E prxsniff.jar
ﬁ Documents Tj iWeb ‘ @ prxsniff.key
ok .| L2 Work '06 L |2 uninstall Proxy Sniffer Professional Edition
= X & Mail
% Movies 4 MaobileConnect
é Music 4. omniOutliner
B Photo Booth
@ Pictures q? Preview
| ProxySniffer
) QuickTime Player
“is Remote De...onnection
& Safari Y
Q Sherlock
| Stickies e
© System Preferences :
7 TextEdit 7 1 {
(= : - ] I
5 items, 54.95 GB available v

Notes: you will find the full Proxy Sniffer documentation in the installation directory, inside the subdirectory doc. The installation kit installs also an
uninstaller-script which is located the subdirectory "Uninstall Proxy Sniffer Professional Edition".
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1.4

Installation on Ubuntu

The standard Ubuntu distribution contains normally no preinstalled JDK (Java Development Kit) from SUN (Oracle). Therefore you have first to install the
original JDK from SUN Microsystems.

Proceed as follows to install the Java SDK on Ubuntu:

| s eble

® Open aterminal and enter:
sudo apt - getinstall sun -javabé -binsun -java6 -jresun -java6 - jdk

® During the installation you are asked to accept the license conditions of SUN Microsystems. Press the <TAB> key until the <Ok> input field is
highlighted in red color and then press <Return>. Aft ere ttheartmsyd ubdy
<Yes>.

e After the install ati owerslomad icopdetthle etned emi rMavéadistailoutioo fnomm SUN idused:it t he r i ght
File Edit View Terminal Help
mutong@ubuntu®l:~$ java -version
java version "1.6.8_ 15"
Java(TM) SE Runtime Environment (build 1.6.6 15-b83)
Java HotSpot(TM) Server VM (build 14.1-b82, mixed mode)
mutong@ubuntud®l:~$

e For further help you may have a look on the following two web sites:
http://www.cyberciti.biz/fag/howto-ubuntu-linux-install-configure-jdk-jre/
http://www.thegeekstuff.com/2009/09/how-to-install-java-on-ubunt-debiau/

Now you can install Proxy Sniffer on Ubuntu: 3 Applications Places System &@

Download Prx43<minor version>.bin and save it on your Desktop.

1.

Open a terminal and enter:

Prx43G.bin
cd Desktop
After that start the installation by entering: ——— e ¢
sh ./ Prx43 <minor version> .bin Hie, Fdit_xicw Terminal Help
mutong@ubuntu@l:~$ cd Desktop/
mutong@ubuntu@l:~/Desktop$ sh ./Prx436.bin [ H

© 2010 Ingenieurbiro David Fischer GmbH, Switzerland All Rights Reserved Page 7 /23
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3. Follow the instructions. Normally you should install Proxy Sniffer in the suggested directory.

Proxy Sniffer Professional Edition S

Choose Install Folder

We recommend that wou take the proposed folder.

P) __-’_ Where Would You Like to Install?
fhome/mutong/Proxysniffer |

Restore Default Folder || Choose. .. |

Installanmwwhere

[ ] (x|

4. If you install the Professional Edition of Proxy Sniffer you have also to enter your license data. Then click on the Apply button.

Proxy Sniffer Settings and License o =]ES

Select your Time Zone: {CMT -8:00) Pacific Time (US and Canada), Tijuana 4|

Select Number Format:  122,456.00
Enter Proxy Sniffer GUI License Key: [xxxx  [XMXX  [KXXX  [KXXX  [(XXX

Enter Proxy Snhiffer Exec Agent License Ticket: [----- BEGIN EXEC AGEMT LICEMSE TICKET----- aooe S==== EHD EXEC AGENT LICEMSE TICKET----- 1

BAAARGAAASKAAAE 161 XH] (AAAAEAAAAAARAAAAANAAQAARAD AQAAAQABAAAH 2 GEA
HWALBS0BAARTYMVUdHUWM T,/ /BBAAMAAGALLAADER /7 / /+/ OBAAAGAZUF 1Y0SKD
UHIVZHV dHKgRXZhBHVhAGT vbgEAJOXNRUETY1] LK1 0N CIBLVF RQUETKI aqkiOg
401 MLSoqKnTTthXdRIAEAAAEABOR] diy/shIABAK WS VRPa1 YOWGRLAWWL e Ay cmpY
NEWTL3VLSU1MN3Z 3RVESNEQWNE T W] GUOPNAUTHTkxSRCIFMHT janFmyFyaTl4 Apply
WGpi TORNBEREVANDY c2YyBvZXFsaTFod]1150k4eHRS21c0cOVas1FHYVpPdnIZ
NApWOWF KdHZ 2KONRNNT oMDAZUF 05 2RF dWZxL09 1 SUUD

----- END EXEC AGENT LICENSE TTICKET-----

© 2010 Ingenieurbiro David Fischer GmbH, Switzerland All Rights Reserved Page 8/23
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5. After that the installation is completed
) Proxy Sniffer Professional Edition ==

Install Complete

W ! Congratulations! Proxy Sniffer Professional Edition has heen

successfully installed 1o;
fhame/mutong fProxsniffer

2 new icons hawe been placed on the deskiop.

If wou wish, wou can delete the 2 deskiop icons - the same icons
can also be called from the fhome/mutongfProxsniffer
directory.

Start Proxy Sniffer by first clicking on the 'Proxy Sniffer Console'
icon, and then by entering bt Jf 12700017230 in sour wekb
browser (Firefox suggested).

HIMT: %ou have to recanfigure wour weh browser to recard web
surfing sessions - please read the Installation and Configuration
Guide. The documentation is located in the
ShomefmutongfProxsniffer/doc directory h‘

‘ Previous H Done ‘

You can now start Proxy Sniffer by first clicking on the Proxy Sniffer Console icon é

o’f Applications Places System 06

5

Proxy_Sniffer_
Console Do you want to run
@ "Proxy_Sniffer_Console", or display its
contents?

"Proxy_Sniffer_Console" is an executable text file.

] Run in Terminal | ‘ Display ] ’ cancel ;| |

Proxy_Sniffer_
Users_Guide

© 2010 Ingenieurbiro David Fischer GmbH, Switzerland All Rights Reserved Page 9/23
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é rad then start the Firefox Web Browser and enter http://127.0.0.1:7990

oﬁ Applications Places System e@

¢ FriJan 1, 6:49 PM

Proxy Sniffer Console

File Control Help

Proxy Sniffer Console rRequest / Response Header ‘

PRX: Main Menu - Mozilla Firefox

File Edit View History Bookmarks Tools Help
e - @ &> [F httpy/127.0.0.1:7990/ ~| [~ [Google @
# PRX: Main Menu L' v
£ oo Main Menu T A 8 4+ H & W e -
: Web Admin Professional Edition Hele Tods Scammer Settings Na:ﬁjgﬂn b Load Tast Load Tests Dispiay
Insert Recording State: STOPPED m m‘:‘ I'hgl:it'nn n_?m-m nrﬁm
Filter: No Binary Data (Images ...) No €S8, JS (Only HTML) No Cached Data (304) Mo Errors  Host: Apply Filter

We recommend that you also install the Firefox Recording Extension (a Firefox Add-On) 1 see chapter 2 in this document.

© 2010 Ingenieurbiro David Fischer GmbH, Switzerland All Rights Reserved
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Note: you will find the full Proxy Sniffer documentation in the installation directory, inside the subdirectory doc:

doc - File Browser =N S

File Edit View Go Bookmarks Tabs Help

-<1’]Back ~ Forward ~ 4 C (o= Q

‘f" | < H & mutong H ProxySniffer Hdoc| @ 50% @ |Ijstview v‘
Placesv % MName v Size Type Date Modified

& mutong bl javadoc b 13 items?fmlder Fri 01 Jan 2010 06:37:47 PM CET

@ Desktop El FirefoxRecordingExtension1.pdf ¢ 676.5 KB' PDF document ‘Wed 04 Nov 2009 12:29:42 AM CET

[ File System [[] LoadTestknowHowEN.pdf | 348.8KB PDF document  Sun 29 Jul 2007 05:34:10 PM CEST
is] Network El PDFReportTemplatesHandbook. pdf 461.3 KB PDF document EThu 22 Oct 2009 07:23:12 PM CEST

£ system Rese... [-] ProxysnifferapplicationReferenceManualEnv4s.pdf . L7MB PDF document  Wed 30 Dec 2009 10:59:49 PM CET

163 GB Filesys... ProxysnifferinstallationAndConfigurationGuideV43en.pdf : 1.3 MB: PDF document ‘Wed 04 Nov 2009 01:08:00 AM CET

%_}_:z: & D ProxySnifferPluginDeveloperHandbookEN.pdf 914.9 KB PDF document %Thu 22 Oct 2009 07:25:28 PM CEST

ProxySnifferUsersGuideV43En.pdf . 5.8 MB:PDF document - Tue 03 Nov 2009 01:19:34 AM CET

[ Documents : : :

& Music

[m] Pictures

B Videos B

24 Downloads &

8 items, Free space: 77.7 GB

The installation kit installs also an uninstaller:
Uninstall Proxy Sniffer Professional Edition - File Browser s = |3

File Edit View Go Bookmarks Tabs Help

<::|Back v Forward ~ 4@ C  aWm Q

‘_i" | ¢ H [& mutong H ProxySniffer H Uninstall Proxy Sniffer Professional Edition‘ 8, s50% @ | List View ~ ‘
Placesv % Name v Size Type Date Modified

& mutong ~ InstallScript.iap_xml 17.3KB XML document Fri 01 Jan 2010 06:37:44 PM CET
@ Desktop = | installvariables.properties : 2.4 KB: plain text document: Fri 01 Jan 2010 06:43:24 PM CET
[ File System [ uninstallerjar | 3.1MB Java archive Fri 01 Jan 2010 06:37:45 PM CET
=l Network ! Uninstall_Proxy_Sniffer_Professional_Edition 46.9 KB shell script Fri 01 Jan 2010 06:37:43 PM CET
— System Rese... \=| Uninstall_Proxy_sniffer_Professional_Edition.lax : 3.5 KB plain text document: Fri 01 Jan 2010 06:37:44 PM CET
163 GB Filesys...

[J 1568 a

& Trash

'l Documents
il Music

[m Pictures

| Videos b

21 Downloads &
"Uninstall_Proxy_Sniffer_Professional_Edition" selected (46.9 KB)

© 2010 Ingenieurbiro David Fischer GmbH, Switzerland All Rights Reserved
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1.5 Installation on all other Unix-like Systems (Linux, Solaris, BSD € )
Manually create the installation directory /usr/local/prxsniff ~ (you may choose also any other installation directory)
Copy the file prxsniff.jar to this directory (you may also copy this file from a Windows or Mac OS X installation of Proxy Sniffer)

Create the files prxsniff.key and ExecAgentTicket.dat inside this directory by using vi or another text editor. These files must contain the Proxy
Sniffer GUI license key and the Exec Agent license ticket

4. Setthe Java CLASSPATH environment variable to include the installation directory, the default directory ("."), and the path to the prxsniff.jar file.
Example 1: export CLASSPATH="/usr/local/prxsniff:.:/usr/local/prxsniff/prxsniff.jar"
Example 2: export CLASSPATH=.:prxsniff.jar

5. Start Proxy Sniffer with the following command:
java -Xmx1024m -Xbootclasspath/p:/usr/local/prxsniff/prxsniff.jar ProxySniffer -WebAdmin -JobController -ExecAgent -tz CST
Hint: the -tz argument is the time zone. Chapter 6 of the Application Reference Manual contains a list of all time zones.

6. Start a Firefox web browser and enter http://127.0.0.1:7990. The Firefox Recording Extension is also supported on all Unix-like systems.

Alternatively to the steps 4 and 5 above you can start on Unix-like systems Proxy Sniffer in iUl console modeoby using the following commands:

866 Proxy Sniffer Console

cd /usr/local/prxniff File Control Help
export CLASSPATH=.:prxsniff jar L FromySeferConsae Bt =
java -Xmx1024m -Xbootclasspath/p:prxsniff.jar ProxySnifferConsole -tz CST

Hint: the -tz argument is the time zone. Chapter 6 of the Application Reference Manual contains a list of all
time zones.

Note: there are also other useful startup options like -jobdir or -dgs. Please take a look at chapter 3.1 of the
Application Reference Manual.

Special note for Mac OS X server which do not have an X11 display device (no graphic card installed):
Usejava-Dj ava. awt . he ad bhseaddigional startg ogtion

Note for starting an Exec Agent (Load Generator, without Proxy Sniffer GUI) as independent process:
Use the following command:

nohup java -Xmx768m -server -Xbootclasspath/p:/usr/local/prxsniff/prxsniff.jar ExecAgent -tz ECT 2>&1 > ExecAgent.log &
You may also add the option -jobdir and -dgs. Please take a look at chapter 3.3 of the Application Reference Manual.

© 2010 Ingenieurbiro David Fischer GmbH, Switzerland All Rights Reserved Page 12/23
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1.6 Architecture Overview

1.6.1 Local Architecture

Web Browser Window 2:
Web Session

Target
Web Server

\

[ =
——F | HTTP Proxy
Port 7999 HTTP \L\/
» :::
HTTPS Proxy Recorded HTTPS =
| Port 7997 Web Session =
=
S 3
H S
Port 7998
rnal Web Server:
~ Proxy Sniffer GUI,
Project Navigator
HTTP Port 7990 ‘ i Automatically generated
Load Test Program

Web Browser Window 1:
Start / Stop Recording ...

Recorded
Web Sessions: *.prxdat

Load Test
Result Files: *.prxres

© 2010 Ingenieurbiro David Fischer GmbH, Switzerland

"y
",

Load Test Program

..
.

- Execute
Load Test Jobs

English Edition

The Proxy Sniffer product contains four built-in servers which
are started on your local computer:

1. Proxy Sniffer: A special proxy server which is used to
record web surfing sessions.

2. Web Admin: An embedded, local web server for the
web GUI.

3. Exec Agent: A server which allows the execution of
loadtests as fAbatch jobso.

4. Job Controller: A server which allows to combine
several load-releasing systems into an Exec Agent
cluster.

The following TCP/IP server ports have been set up on your local system:

TCP/IP Port Number Port Description

7990 Embedded web server, GUI (Web Admin)

7993 Load Test executing server (Exec Agent)

7995 Support for Exec Agent clusters (Job Controller)
7998 Internal communication port (Proxy Sniffer Server)
7999 HTTP proxy port (Proxy Sniffer Server)
7997 HTTPS proxy port (Proxy Sniffer Server)

All Rights Reserved Page 13/23
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1.6.2 Distributed Architecture

Local

Exec Agent Server

i Exec Agent Cluster
Port 7993 ¢
==
“-~¢
plain :::“I'iF’
N4
ﬁ/

TCP/IP
>

Port 7993

plain
TCP/IP

HTTP/HTTPS
Tunneling

* Proxy Sniffer GUI
* Proxy Sniffer Console

Load Test

Web Application

/

&

i

4

o

© 2010 Ingenieurbiro David Fischer GmbH, Switzerland
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Exec Agent Cluster
External Hosting Center
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English Edition

Remote execution of load tests as well as combining
several Exec Agent processes (load generators) to a
load releasing cluster is supported in an easy and
transparent way.

Usually on remote systems only Exec Agent
processes are installed and started. They are
running normally on port 7993 when plain TCP/IP
connections are used or on Port 80 or Port 443 when
HTTP/S connections are used for the internal Proxy
Sniffer communication between your local system
and the remote Exec Agents T but any other TCP/IP
port can also be used. Please note that you have to
enable the corresponding incoming connections in
the firewall configuration on the remote systems.

More information about starting Exec Agents as a
Windows Service or as a Unix Daemon is available
in the Application Reference Manual.
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2 Reconfiguring the Web Browser for Recording of Web Surfing Sessions

Note: if you are planning to use a Firefox Web Browser for the recording of web surfing sessions, you can skip this chapter. Instead of this it is
recommended that you download and install the Firefox Recording Extension from https://www.proxy-sniffer.com/download/PrxRecExt1.xpi

After installation click on the [& icon inside the Firefox Recording Extension and follow the instructions:

£2) Web Load and Stress Testing Tool: Proxy Sniffer, - Mozilla Firefox
File Edit Wiew History Bookmarks Tools  Help

@ - c {ot £ hitp: v, procey-sniffer, com]

| Insert m Recording Stopped [ O Items Add Screenshot [i]

i web Load and Stress Testing Tool: P...

Recording of web surfing sessions is supported by using any web browser, such as Internet Explorer or Safari. You can also use Firefox without
installing the Firefox Recording Extension.

After you have installed and started the Proxy Sniffer Console, and entered http://127.0.0.1:7990 in your web browser i or clicked on the Proxy Sniffer
GUI icon, you will see the Main Menu (shown below). This GUI is also referred to as Web Admin.

Before using Proxy Sniffer, you must configure appropriate web

= Proxy Sniffer Console

RegeaTvesjons wsor browser settings:
A e e e o0 Pop-up windows must be allowed from the local host
B C tor [ F  hemiizz.0.0.1:7990/ v -] G- Al @ - (127001)
£ pres s Main Menu F a8 » 9 b @ ; ; i
7 WIERIRTY Prtussionaleatoon W ol MR WD G Uss R o A SpGClaI, local proxy server is a|ready started with the

Recordzd tems: 0 Q H M M <X
e

product. Recording web surfing sessions requires that
the data exchange between the web browser and the

web server(s) flows through this local proxy server;
therefore, the web browser must be re-configured for
recording.

CurrentState:  STOPPED  each  Sescion  stan  stop

These two activities are now described in detail.

Dane

© 2010 Ingenieurbiro David Fischer GmbH, Switzerland All Rights Reserved Page 15/ 23



https://www.proxy-sniffer.com/download/PrxRecExt1.xpi

Proxy Sniffer V4.3 Installation and Configuration Guide English Edition

2.1 Enabling Pop-up Windows from Local Host
You must configure the web browser to allow pop-up windows from the local host 127.0.0.1 (the IP loopback address of your own host). This is not a
security problem because pop-up windows from all other hosts, such as Internet web sites, are still blocked.

The following screenshots show how to enable local host pop-up windows for Microsoft Internet Explorer. Please use the address of the loopback
interface 127.0.0.1. Apply this configuration when you are requested to do so by Internet Explorer.

2} http:/127.0.0.1: 7990 - Proxy Sniffer; Exec Agent Load Test Jobs - Microsoft Internet Explorer X Pop-up Blocker Settings El
Sl -up blacked. Tao see this pop-up or additional options click here, x q
§! E T E Ternpararily Sllow Pop-ups k Exceptions
e Always Allow Pop-ups From This Site. ., 1 N - ey £ Pop-ups are curently blocked. ou can allow pop-ups from specific
. ; o b cattings - Weh sites by adding the site to the list below.
tee Wr o‘: -i\g niffer PrO]ect Na\”gato Settings Turn OFF Pop u.p Elocker . & W d
- = min w Showe Informnation Bar For Ae-ups Add ' T
Informnation Bar Help IE5E O %te t allow:
() Display Exec Agent Jobs of: | Local Exec Agent » ) Display Cluster Jobs | Apply | 127.0.01 | I Add
“
£ | > = Allowed zites:
127.0.01
ol
(D 2 ® Internat suppaort. euro. dell. com
w1 eura. dell.com Remove Al
Internet Options 2)X] Alternatively, you can also call the pop-up
General || Security | Priveacy | Content | Connections | Programs | Advanced Conflg uratlon dlalog dlre‘:tly from the Internet
_ Options menu.
Settings
f__'—‘-._ 2‘100,’1\;._3 the slider to select a privacy setting for the Internet Natifications and Filter Level
Flay a sound when a pop-up is blocked.
i Medium Show |nformation Bar when a pop-up is blocked.
i - Blocks third-party cookies that do nat have a compact Filter Level
i privacy policy = :
i - Blocks third-party cookies that use personally identifiable | Medium: Black most automatic pop-ups w |
i information without paur implicit consent :
- Restricts first-party cookies that uze perzonally identifiable
information without implicit consent
: Pop-up Blocker FALQ

[ Sites... ][ Import... ][Adganced...

Fop-up Blocker
@ Prevent most pop-up windows from appearing.

Block pop-ups Settings...

[_ Ok H Cancel ]
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The following screenshots show how to enable local host pop-up windows for Firefox, released from the Web Admin GUI on your own computer:

O
i S@ n & &

General  Privacy  Content Tahs Downloads  Advanced

|

¥ Block Popup Windows llowed Sites
¥ warn me when web sites try to install extensions or themes epkions
4

¥ Load Images Exceptions

I For the originating web site orly
¥ Enable Java
¥ Enable JavaScript Advanced...
~ Fonits & Calors
Default Fonk: | Times Mew Roman j Size: I 16 j Advanced, ..
Colars. ..

K I Cancel | Help |

‘0

*

Hint: if you have installed Google Toolbar, you must also configure or deactivate thet o o | b a-updbkcker.o p

2.2 JavaScript Settings for Firefox

If you use Mozilla Firefox you must also

configurethei Advanced JavaSct

Please enable the following checkboxes:
V Move or resize existing windows

V Raise or lower windows

V Disable or replace context menus

© 2010 Ingenieurbiro David Fischer GmbH, Switzerland

3 allowed sites - Popups

the exact agiiress of the site you want to allow and then click allow,

=10l x]

‘fou can specly which web sites are allowed to open popup windows, Type
Address eh site!

127.0.0.1

Remove Sike I Remove All Sites |

Close |

4

o

W O @ B & & @

[ain Tabs Content  Feeds  Privacy  Security  Advanced

v Block pop-up windows
¥ Load images automatically

¥ Enable Javascript

™ Enable Java pnt® -
Advanced JavaScript Settifigs x|

r
Allow scripts to:

V' Mave or resize existing windows
¥ Raise or lower windows

¥ Disable or replace context menus

File ™ Hide the status bar
Con [ change status bar kext

\ Exceptions. .. |

Exceptions. .. |

o[
Colors... |

Manage. .. |

[s]4 Cancel || Help i

Ok |

Cancel Help

All Rights Reserved
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2.3 Reconfiguring a Web Browser for Recording

You must now reconfigure a web browser to use Proxy Sniffer for recording web surfing sessions. This means that the web browser must be
reconfigured in such a way, that the data traffic flows over the local Proxy 127.0.0.1 by using the TCP/IP port 7999 for unencrypted HTTP connections
and by using the TCP/IP port 7997 for encrypted HTTPS connections.

You may use the same web browser product for recording load tests and for using the Web Admin GUI, or you may use two different web browser
products i one for recording load tests and another for the Web Admin GUI.

If you use only one web browser product for recording and for the Web Admin GUI, you must exclude your localhost 127.0.0.1 from the web browser
proxy configuration because the usage of the (local) embedded Web Admin Server must not flow into the recorded web surfing session.

Hint: you should undo this special web browser proxy configuration after the successful recording of a web surfing session, in order that you can
surf again without Proxy Sniffer. Note also that the proxy configuration of the web browser is not needed during the execution of load tests.

Web Browser: Web Application
Record Web Surfing Session Server
HTTP Proxy Proxy Sniffer
Port 7999 server HTTP
: LTS
HTTPS Proxy HTTPS
Port 7997 =
=~
=
HTTP = =
HTTPS s

) http://127.0.0.1:7990 - PRX: Main Menu; - Mozilla Firefox Hint: Cascading Proxy Sniffer with an outbound proxy
He Edt e fgory gosknas ook kel : server of your company is also supported as an
for prexy sure Main Menu ;iI’ si 3'3 N:ﬁ; % EEE;%“ mm?.]'se o optional configuration. Use this option if you only
e ——— e have an indirect network connection from your local
Recorged llems: 0 Q H > m <« workstation (located inside a protected corporate

. Seamh  Session Start St Feset
Recarding State: STOPPED Ouerzll  Cuner Racording Resording Recerding

network), over an outbound proxy server, to the
external target web server. The outbound proxy server can be configured in the Personal Settings menu which is accessible from the main menu.

© 2010 Ingenieurbiro David Fischer GmbH, Switzerland All Rights Reserved Page 18/ 23



English Edition

Proxy Sniffer V4.3 Installation and Configuration Guide
2.3.1 Microsoft Internet Explorer Proxy Configuration
/] Proxy Sniffer Web Admin: Main Menu - Microsoft Internet Expl -0l x| 2| x|
File Edit Wiew Fawvorites | Tools Hel ﬁ
i ‘ —SErWErs
d=EBack -~ = - @ ¢ Maland News s @Media @ | %‘ =N : ml, Type Praoey address ba use Fark
e Synchronize. ., = » E_%
Address | @] htep: [127.0.0.0:73 o, et ~| @0 [in . wre: [izroa0 : [7393
n . '
< Show Related Links || _>|= . Secure:  [127.0.01  [7997
n
Enables you to change settings. et G . .- ETP: : I
n . ,
. Gophet: : |
L ]
Internet Options e | . Socks: | |
. n i i
General | Securty | Privacy | Content Cannections | Promiams | Advanced | . I Llse the same proxcy server For sl protocols
L ]
Ta set up an Internet connection, click n —Exceptions
— n
y Setup. u [l Do nok use proxy server for addresses beginning with
— Dialup and Wirtual Private Metwork, zettings .. T 001 -
Dial-up Connection [Default) add... Local Area Network (LAN) Settings 1:5[ | j
n
*
T — ’0 ‘ —Automatic configuration .' Use semicolons ( ;) to separate entries,
— | D
o . of| #Aukomatic configuration may override manual settings, To ensure thg
Chaaze Settings if you need ta configure a proxy Settings... | o » use of manual settings, disable aukomatic configuration. 5
server for a connection, : 5 OK I Cancel |
) ) » [ |aukomatically detect settings []
" Mewver dial a connection . »
% Dial whenever a network cormection is not present " I s automatic configuration script :
" Always dial my default connection : fddress I ..
Current default.  Dialup Connection Set [efault | .’ .'
» Proxy server ]
) . n
: = Lise 3 progy server far your LAN (These settings will not appg ko
—Local Area Metwork [L&N) settings fial-up or WPM connections), S
LAk Settings do not apply to dial-up connections. L&N Settings... |. ) I— . I_ .
Chooze Settings above for dial-up settings. - Addrazz: Port Advanced... |
Eypass procey server For local addresses
oK I Cancel |

0K | Cancel | Apply |

If your IT department has disabled the "Connections" menu inside the IE internet options, you may try to re-enable it by using regedit. Set
"\HKEY_CURRENT_USER\Software\Policies\Microsoft\Internet Explorer\Control Panel\ConnectionsTab" from 1 to the value of 0 (O=enabled).
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2.3.2 Firefox Proxy Configuration

oogle - Mozilla Firefox , -lol x| x| Connection Settings x|
Fle Edt i e | Ll = a & ’ X
s G MG ) [Reeao Hep .T | 0 | @ .’ ~ Configure Proxies ko Access the Inkernet
I 3 A . . . .
[ R = @ 2 @ I htty ‘Web Search Chrl+K vl Main s Content  Feeds  Privacy  Security  Advanced ° W [ e e e e
Read Mail (0 new) nelden General Metwork | Update I Encryption I " Auko-detect proxy settings For this network
| Done MNew Message... Ctrl+M 7
Connection # 9
Downloads Ctrl+1 ) )
7 Configure how Firefox connects ko the Internet HTTP Proxy: I 127.0.0,1 Bart: I 7999
Extensions r t el |
Themes Use this proxy server for all protocals
I iy S5l Proxy: | 127.0.0.1 Part; | 7997
JavaScript Console
Page Info Use up to I 10 ME of space for the cache Clear Mow | ‘ ETP Praxy: I Pork: I 0
Clear Private Data. .. Ctrl+Shift-+Del Gopher Proxy: | Part: [0
SOCKS Hast: | Part: |0

" SOCKS w4 (¢ SOCKS S

Mo Prosxy for; I 127.0.0.1
Example: .mozilla.org, .net.nz, 192.168.1.0/24

Reload |
oK Canicel Help Ok I Cancel | Help |

" Autamnatic proxy configuration LRL:

2.3.3 Safari Proxy Configuration

r

File Edit View History
5 o000 Advanced (=] aeo Network
About Safari \ 4
o = v *
Report Bugs to Apple... 8 [Rss] @ @ {63 ’Q Q
— - , . *

Preferences... %E, General Appearance Bookmarks Tabs RSS  AutoFill Security  Advanced '1 = = =

= . ocation: _home )
Block Pop-Up Windows 3K ) o ram = *

Universal Access: |_| Never use font sizes smaller than 9 ~ ’Q Show: | Ethernet (integriert) H"j
Private Browsing... - . ) * A 127.0.0.1 7999
= "] Press Tab to highlight each item on a we®page F - y
Reset Safari... oot Ee e ’0 TCP/IP  PPPoE = AppleTalk | Proxies | Ethernet
Empty Cache... o
’0 Configure Proxies] Manually
Services * :
Style s None Selected ’0 B Select a proxy server to configure:
i i * ] FTP Prox B
H!de Safari Proxies: [ Change Settings... * i 127.0.0.1 g 7999
Hide Others 4 JSWeb Froxy, (HEIE) N -
# Secure Web Proxy (HTTPS) _| Proxy server requires password
Show All 8 i
_! Show Develop menu in menu bar @ () Streaming Proxy (RTSP) -
T
Q_I..Ilt Safari [l Exclude simple hostnames *l 127001 7997
Bypass proxy settings for these Hosts & Domains:
| 127.0.0.1 I
™ Use Passive FTP Mode (PASV) @
o o :
ﬂ_-_ Click the lock to prevent further changes. ( Assist me._.. ) ( Apply Now )
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2.3.4 Web Browser Warning Messages (HTTPS)

If you record encrypted HTTPS data with Proxy Sniffer, the web browser will display a security alert. This is "normal" behavior when - and only when -
using Proxy Sniffer because the integrated SSL tunnel will decrypt the data (for recording), and will generate on-the-fly a faked and invalid server
certificate. The format of this warning message depends on the web browser you are using. To continue recording, you must click one or more times
throught o t he Acfoingn cmrue® ut t on

Important Hint: Never ignore these kinds of error messages when not recording web sessions with Proxy Sniffer; that is, during normal web surfing. The
apparent secure connection to the web server may actually be insecure, and might be wiretapped or modified by cyber-criminals in this situation.

Microsoft Internet Explorer 7 Firefox 2 Safari

2 Certificate Error: Navigation Blocked - Windows Internet Explorer (=163 Website Certified by an Unknown Authority 5‘
O v e mmminszisas v [%s][x ol Unable ta verify the identity of www.yellownet.ch as a trusted site, — Safari can't verify the identity of the website
T €0 | @ Certificate Error: Navigation Blocked =l R - B - @ - [bpage v G Tods - B s e ey WS ST (- :: ‘www.postfinance.ch”.
- - Your br?wser does not recognize the Certificate Authority that issued the site's certificate. | @ The certificate for this website was signed by an unknown certifying
@ There is a problem with this website's security certificate. gL ‘e"‘F"a;E DlEE dd“a e o "““;”F'g“”a:m' ot o authority. You might be connecting to a website that is pretending to be
N ;;ﬂ;‘d‘;ﬁ;fﬁ,ﬁf&zn?ﬂ? ke pretending &2 be wwn. yellawnat ch, passibly ta abtain your “www.postfinance.ch” which could put your confidential information at risk.

The security certificate presented by this website was issued for a different website's address. . Would you like to connect to the website anyway?
Please notify the site's webmaster about: this problem.

Security certificate problems may indicate an atternpt to fool you or intercept any data you
send to the server.

Before accepting this certificate, you should sxamins this site's certificate carsfully, Are you ¢
willing to ko accept this certificate For the purpose of identifying the Web site oS

We recommend that you close this webpage and do not continue to this website. wrw yellownet, ch?

Show Certificate ) (" Cancel

@ Click here to close this webpage \ Examine Certificate. ..

@ Continue to this website (not recommended)

_ € Accept this certificate permanenthy
@ Moredniormation % Aaccept this certificate bamporatily For this session

" Do not accept this certificate and do not connect to this el

Cancel

oore @ e Hioon -

Firefox 371 Stepl/2 Firefox 371 Step 2/2

) Page Load Error - Mozilla Firefox FEX Add Security Exception E|
fle Edt Vew figoy Gomeds Toos el ’
. “fou are about to override how Firefox identifies this site,
@ - C G (A [hpsifitoz 1645/ v -] |- AT - ‘Q Legitimate banks, stares, and ather public sites will not ask you to do this.
a
*
- * Server
" Location: | hitps:[/152.16.4.5 Gt Certificate
[l 3 | SecureConnection Fa iled .’
vg o Certificate Status
| 192.16.4.5 Uses an Invald security certficate,
* This site attempts o identify its=lf with invalid infarmation,
The certiicate is not:TLsted becaLsse It was isstied by an invald CA certiicate ‘0 Unknown Identity
(Error codes see_error_ca_cert invald) «* Certficate is not trusted, becauss it hasrit besn verifid by a recognized authority.

= This could be a problem with the server's configuration, or it cw\d&ﬂumeune
trying to impersonate the server.

= If you have cornected ta this server successfull in the pas‘@ eror may be
temporary, and you can try again later. ‘

You should nat adk <ption if you are using anin@het connection that you do ot trust
completely or i you A Used to seeing a wwﬁfnr this server
ek me out of here! | [Add Exception

Donc Permanently stare this exception
ot sy Escopn
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3 Clearing the Web Browser Cache and all Cookies every time before Recording

Please note that you must first clear the web browser cache and all cookies every time before you start recording a new web surfing session.

Internet Explorer Firefox

5 Clear Private Data

Delete Browsing History

Internet Options

General ‘Secur\ty Privacy | Content | Connections | Programs | Advanced \ Temporary Internet Files ]l 1 < [ = [
ir [aw 3 A a ; .
* Copies of webpages, images, and media that Delets files. .. 1L [ . | | s When I ask Firefox ko clear my private data, it should erase:
thite poge A are saved For Faster viewing, [ain Tabs Content  Feeds  Privacy  Security  Advanced D= ing Histor H
/’ To create hame page tab, type each address on ks oun &
L $ . -
L 2 hitp: v gaogle chi .0 Cookies Histary +| Download Hiskary
Files stared on your computer by websites ta Delete caokies. .. :
Remember visited pages for the last days, D Saved Form Information

* save preferences such as lagin information.

Cache

[[] Remember what I enter in forms and the search bar

L
*
(e ] (oo " G :
Use current Use default Use blank. Histor
* . Delete histary Reemember what I've downloaded :
L4
o

List of websites vou have visited.

Cockies
[] saved Passwords
Authenticated Sessions

EBrowsing history

4
history, cooles, saved passwords, Cookies

Form data
Settings FSa\fet:l information that you have typed into Delete forms. Accept cookies Fram sites Exceptions. o
orms.
ceerd, Keep until: | they expire v Shows Conkisg -

\fj Change search defaults, Passwords
ra Passwords that are automatically filed in when | Delete passwords. .. Private Data

wou log on to a website you've previousky

#T"  Delets temporary Fig
IL,‘ and web form infarmal

[ [o]:4 l [ Cancel ] [ Help

Tabs
. o Always clear my private data when I close Firefox | Sett .
Change how webpages are displayed in Settings
tabs. About deleting brovwsing history [ Delete &ll... ] I Clase ] . .
Ask me before clearing private data
Appearance
[ Colars ] [ Languages ] [ Fonts ] [ Accessibility ]
(a4 ] [ Cancel ] l Help
Safari
i File Edit View History 8enn Security (=
i Q
About Saf: T — P iy
@ T A B Y mm—

Report Bugs to Appl \ll - N Website | Name Path Secure Expires Contents

PrsaTarEaE 3 General Appearance Bookmarks Tabs RSS  Autofill Security Advanced * Tapplecom  s.sa i %5E¥5BEXSDXSD

Block Pop-Up Windows 138K .’ .apple.com s_nr ! Januar 4, 2009 1228435147097

Fraudulent sites: [ Warn when visiting a fraudulent website 4 -apple.com s.fia ! Flash%209%7C
Private Browsing... * .apple.com svi 7 Dezember 4, 2013 [CSv1|49...0008(CE]
Reset Safari... = * _apple.com dfa_cackie 7 Today appleglob.. startpage
e P Web content: EEnable plug-ins .Q apple.com s.cc ' true
E Enable Java Y .apple.com trackStartpage fstartpage Dezember 5, 2050 Fri Dec 0...100 (CET)
Services > E Enable JavaScript & store.apple.com sfa ! Dezember 3, 2018 us
ide Saf. s = . L4 storecha...pple.com HumanClicklD ! Dezember 5, 2009 -4120169818029

Hide Safari il ! Block pop-up windows .’ storecha...pple.com HumanClickiD fhefa.. 15998 Dezember 5, 2009  -4120169...-1:-1:-1

Hide Others CaH S .google.com PREF Ji Dezember 5, 2010 ID=40f0c... Mi3XQ5e5

Show All ’ P

Accept cookies: () Always £ 4
Quit Safari #8Q C Never .’
@ Only from sites you Mvigate to
For example, not fromﬁdvenisers ‘on those sites.
Show Cookies
Remove (" Remove All )
Database storage: = 5 MB }‘~} allowed before asking Y

( Show Databases )
# Ask before sending a non-secure form from a secure website

"] Enable parental controls

@
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